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ABOUT ANT

Founded in 1976, Advanced Network Technologies has supported businesses and
organizations throughout the Central lowa and (since 1995) Greater Omaha
markets.

The Systems Division of Advanced Network Technologies focuses primarily on
serving the small-medium business market of 10-100 users. Through effective
utilization of technology and staff, we provide the functionality of a fully operating
IT department that is necessary to provide the technological leadership businesses
and organizations need today.

The Training Division of Advanced Network Technologies provides technical training
to IT professionals throughout the Midwest from their Omaha-based learning
center.

As a 32 year old organization, ANT understands the need to evolve and
grow in unison with technology and clients’ needs. We are committed to
sharing knowledge in a way that empowers clients to understand not only
the benefits of technology, but also the responsibilities involved with the
management and protection of their IT infrastructure and data.
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Consider the following
statistics....

e Companies experience an average of 501 hours of downtime
every year. The overall downtime costs an average of 3.6% of
revenue. (Source: The Costs of Enterprise Downtime, Infonetics
Research)

e 93% of companies that lost their data center for 10 days or
more due to a disaster filed for bankruptcy within one year of
the disaster, and 50% filed for bankruptcy immediately.
(Source: National Archives & Records Administration in

“20% of small to Washington)
medium businesses will
suffer a major disaster
causing loss of critical
data every 5 years.”

e 20% of small to medium businesses will suffer a major disaster
causing loss of critical data every 5 years. (Source: Richmond
House Group)

e This year, 40% of small to medium businesses that manage their
own network and use the internet for more than e-mail will
have their network accessed by a hacker, and more than 50%
won’t even know they were attacked. (Source: Gartner Group)

e Cyber criminals stole an average of $900 from each of 3 million
Americans in the past year. That doesn’t include the hundreds
of thousands of PC’s rendered useless by spyware. (Source:
Gartner Group)
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Have You Ever Lost an Hour of Work
on Your Computer?

Now imagine if you lost days or weeks of work — or imagine losing
your client database, financial records, and all of the work files your
company has ever produced or compiled. Imagine if your network
went down for days, where you couldn’t work or access your e-mail
or the information on your PC. How frustrating would that be?

Or, what if a major storm, fire, or flood destroyed your office and all
your files? Or if a virus wiped out your server...do you have an
emergency recovery plan in place that you feel confident will properly

) protect your data and provide for business continuity?
“Many small business

owners tend to ignore or How quickly do you think you could recover, it at all? Many business
forget about taking steps owners tend to ignore or forget about taking steps to secure their
to secure their company’s network from these types of catastrophes until disaster

, strikes. By then, it’s too late and the damage is done.
company’s network from

these types of
catastrophes until

disaster strikes.” ult Wi" Never Happen tO ME"

Frequently, business owners are too consumed with daily fires and
challenges to spend time thinking about “what-ifs”. What if your
building burned down this evening? What if a hacker made their way
into your network and erased all data? What if a disgruntled
employee deleted your data or gave out their password to an
unauthorized outsider?

Too often, the time that a business owner becomes most concerned
about security and safety of their data is right after something has
happened, and again, it’s too late.

Most employers tend to believe that their employees would never do
something to damage the network.

And remember this, “Disasters are never convenient”. They
seemingly always happen at the worst possible times, usually without
warning.
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What These Failures are REALLY
Costing Your Organization

Even if you don’t factor in the soft costs of lost productivity, there is
the hard cost of repairing and restoring your network. Most major
network repairs require eight to twelve hours on average to get the
network back up and running. Plus, some or much of the work is
typically performed during off hours where overtime rates typically

apply.

Since the average computer consultant charges $120 or more per
hour, the average cost of these repairs is $960 to $2,000; and that

“Most major network doesn’t even include any software or hardware costs that may also be

. . . ired.
repairs require eight to require
twelve hours on average Now factor in the soft costs. For example 25 employees averaging
to get the network back $20 per hour ($500) times 8-12 hours ($4,000 - $6,000) and add in
up and running.” lost potential business that is not written while the network is down.

It’s not uncommon for the true cost of network downtime to cost in
excess of $1,000 per hour! This is obviously not something to be
taken lightly.

The worst part for these organizations is that nearly 100% of these
disasters and restoration costs could have been completely avoided
or greatly mitigated with proper planning and proactive
maintenance.
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Why Small Businesses Can Be
Especially Vulnerable to These
Disasters

With the constant changes to technology and the daily development
of new threats, it can seem like full time work to maintain even a 5-10
user network. However, the cost of hiring a full-time, experienced
technician is not feasible for most small business owners.

In an attempt to save money, many try to do their own IT support and
designate the person with the greatest technical expertise as the
part-time IT manager. This is rarely effective, primarily because this
designated IT person has another fulltime job to do and usually does
sense of security as the not have the appropriate training or experience to properly support
network “appears” to be an entire computer network.

working satisfactorily.”

“There can be a false

Worse yet, there can be a false sense of security as the network
“appears” to be working satisfactorily when in fact....many potentially
dangerous issues may be placing your network at risk. Let us provide
some real-life examples:

A company has one individual responsible for the daily backup
routine. When their server crashed we attempted to restore their
data only to discover that their backups had not been completing
successfully and all data on the tapes was corrupt. We ended up
having to resort to their last monthly backup to restore from. This
organization then had to recreate 30 days worth of transactions.

Another organization installed a wireless router to allow wireless
access within their building but did not employ the appropriate
security measures. This allowed hackers to enter their network and
begin using their server as a relay for viruses, taking their entire
network down. A total of eight hours were lost while we worked to
remove viruses, restore corrupt files and return the network to
normal operations.
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Eight Things You Must Do At A
Minimum To Protect Your Company
From These Types Of Disasters

While it’s impossible to plan for every potential computer problem or
emergency, a little proactive monitoring and maintenance of your
network will help you avoid or greatly reduce the impact of the vast
majority of the computer disasters you could experience.

Unfortunately, we have found that most small business owners are
NOT conducting any type of proactive monitoring or maintaining their
network, leaving them vulnerable to the types of disasters you read

Most small business about. This is primarily for three reasons:

owners are NOT

conducting any type of 1. They don’t understand the importance of regular maintenance.
proactive monitoring or

maintaining their 2. Even if they DID understand the importance, most are not IT
network.” professionals and simply do not know what type of maintenance

is critical or how to do it.

3. They are already swamped with more immediate day-to-day
fires demanding their attention. If their network is working fine
today, it goes to the bottom of the pile of things to worry about
(sound familiar?). That means no one is watching to make sure
the backups are working properly, the virus definitions are up-
to-date, that critical security patches are being applied, or that
the network is “healthy” overall.

While there are dozens of critical checks and maintenance tasks that
should be performed regularly, there are eight “Critical Actions” that
are most important for protecting your company.
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Critical Action #1: Make Sure You
Are Backing Up Your Files Every Day

It’s amazing how many companies are not consistently, diligently
watching their backups — if they are even performing them at all.
Imagine this: You write down a very important piece of information
on a chalkboard and someone comes along and erases it. How will
you get it back? You won’t. Unless, that is, someone can remember
it or MADE A COPY OF IT, which is what backups do. There are a
number of things that can cause you to lose data. Protect yourself by
making a copy of it.

It’s not enough to simply

backup your data every Critical Action #2: Test Your BaCkupS
day- Youhave to checkit g A Regular Basis To Make Sure

on a regular basis to

make sure the data is They Are Working Properly

recoverable in the event

of an emergency. There is no worse feeling than experiencing a disaster and when
attempting to restore data from a backup tape, discovering the
backup is flawed and the data is unrecoverable. We have seen
organizations diligently rotate tapes and develop a false sense of
security with their backup routine. When a severe crash was
experienced they discovered two weeks of backups were corrupt and
they had no valid backup from which to restore. Performing regular
backup routines is critical but verifying these routines actually work is
just as vital.
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“A study revealed that
30% of small businesses
lack a formal data backup
and storage procedure.”’

Critical Action #3: Keep An Off-site
Copy Of Your Backup

Imagine doing all the right things and then when a fire destroyed your
network, it destroyed the tapes as well! | once met a tax preparer
who bragged they had 10,000 client returns on file and were diligent
about performing backups each daily. The tapes were observed, all
neatly labeled and rotated on a box that sat directly on the server.
When | inquired about an “off-site” backup, his face turned white.
They could potentially lose their file server (and the data on it) as well
as all copies of their backups in a moment!

A solid backup practice includes either rotating tapes to an off-site
location or utilizing a service that provides online backups which are
then stored off site.

Critical Action #4: Replace Your
Backup Media Regularly

Many organizations scrimp on tapes. We recommend at least a 20-
day rotation with a complete replacement after a couple of years of
use. Tapes are cheap. Take a 4MM DDS-5 tape for example: if a
quality tape costs $20, and you use it 40 times over a couple of years,
that's 50 cents a use. Attempting to get more use on an older tape
can prove to be a very false economy.

1 CRN, September 19, 2003, “Precarious Position”
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Critical Action #5: Make Sure Your
Virus Protection Is ALWAYS On AND
Up-To-Date

With virus attacks coming from spam, downloaded data and music
files, instant messages, web sites, and e-mails from friends and
clients, you cannot afford to be without adequate anti-virus
protection.

Not only can a virus corrupt your files and bring down your entire
network, but it can also hurt your reputation. If you or one of your
employees knowingly spreads a virus to a client, or if the virus hijacks
your e-mail address book, you’re creating a lot of inconvenience for
others (contacts, friends, associates, clients). You must also ensure

“Not only can a virus
corrupt your files and

bring down your this protection is up to date. If your definitions aren’t current, the
network, but it can also latest and greatest virus could easily corrupt your data. Is the version
hurt your reputation.” of anti-virus you are running current? Can you get support in case of

a problem? These are all critical to ensuring network integrity.

An effective management program employing automated update
services can take away the unknown and ensure your anti-virus
definitions are running and up-to-date.
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Critical Action #6: Set Up A Firewall

Individuals strike randomly by searching the internet for open,
unprotected computers, using freely available software to hunt down
easy marks. As soon as they find one, they will delete files or
download huge files that cannot be deleted, shutting down your hard
drive. They can also use your computer without your knowledge as a
server for storing pirated software or sending spam, which will cause
your ISP to shut YOU down and prevent you from accessing the
internet or sending and receiving e-mail.

An organization may pay attention to establishing and maintaining a

secure network, but could be easily impacted by this scenario: An
“The simple fact is that individual desires to work from home. They obtain DSL or cable
internet service and purchase a wireless router at a local discount
store to share internet access within the family. The beauty of the
product is that the wireless router works right out of the box and the
individual immediately connects to their company’s network and is

there are thousands of
unscrupulous individuals
out there who think its

fun to disable your happily working. However, since no security was setup on the
computer just because wireless router, anyone within a reasonable distance (up to 300 feet)
they can.” can also access this router. Once they are on the network, they can

access your organization’s data, store files, or setup your business’s
server to work as a relay station, constantly sending out additional
viruses throughout the internet.

Firewalls can be an effective tool in controlling access to and from a
network but they must be appropriately configured and managed to
also protect you.
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Critical Action #7: Update Your
System With Critical Security Patches
As They Become Available

If you don’t have the most up-to-date security patches and virus
definitions installed on your network, hackers can easily access your
computer through a simple banner ad or through an e-mail
attachment.

Most hackers do not discover these security loopholes on their own.

Instead, they learn about them when Microsoft or other software

vendors announce the vulnerability and issue an update. This is their

cue to spring into action and they immediately go to work to analyze

discover these security the update and craft an exploit (virus, worm, etc.) that allows them

loopholes on their own.” access to any computer or network that has not yet installed the
security patch.

“Most hackers do not

The time between the release of the update and the release of the
exploit that targets the underlying vulnerability is getting shorter
every day.

When the “nimda” worm was first discovered in the fall of 2001,
Microsoft had already released the patch that protected against that
vulnerability almost a year (331 days) earlier. Network
administrators had plenty of time to apply the update. However,
many still hadn’t done so, and the “nimda” worm caused lots of
damage. In the summer of 2005 there were only 25 days between
the release of the Microsoft update that would have protected
against the “blaster” worm and the detection of the worm itself.

Your window of protection is getting smaller and smaller, proof
that not having a solid patch and update management strategy
could be disastrous for your network and ultimately, your
organization.
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Critical Action #8: Enforce A Valid
Password Policy

Research has shown that when employees contact IT help desks,
more than 30 percent of their problems relate to passwords 2 1tis
not uncommon for someone to have 20 or more passwords to track.
The frustration with trying to remember passwords can lead to
careless habits. How many people have used dates, addresses,
names, etc. as passwords or, resorted to writing them on a post-it
note stuck to the monitor, or written it on the bottom of a keyboard?
We've seen numerous examples of this behavior. This can put your
network seriously at risk as anyone could simply walk up to a PC,
logon and quickly download volumes of data onto a thumb drive or
email it to another location. A strict password policy is critical for any
organization serious about their network security.

The lack of password
policies is one of the
greatest security risks for

small businesses, yet one e Passwords should expire at least every 90 days
of the most-easily solved. e Passwords should be at least 8 characters in length
e Passwords should include a combination of upper and lower
alpha characters, at least one numerical character and at least
one symbol.
e Passwords should NEVER be shared with others
e Monitor all network rights and immediately upon termination
of an employee, remove those rights.

An example of effective password creation would be to take a
sentence such as "l like to read novels on the weekend” and convert
it to a password like 'il2rNotW!". By substituting the number '2' for
the word 'to' and using an exclamation point at the end, you can
create a secure password that is hard to crack, but much easier for
you to remember.

* http://www.avatier.com/call-center.html
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With NetCare, we can
completely take over the
day-to-day management
and maintenance of your
computer network and
free you from expensive,
frustrating computer
problems, downtime,
and security threats.

“How Can | Implement The
Protection | Need And Maintain It
When It’s Not My Expertise?”

While the many challenges described in this document are real and
mandate consistent attention, we understand that you have a job to
do. The good news is that so do we. With a managed service plan,
you can transfer the responsibility of network protection to those
who understand it.

NetCareis a comprehensive IT plan designed to provide you with the
functions of a full-time IT department for a fixed monthly fee. With
NetCare you can rest assured that your network is being
appropriately monitored, tested and secured and we’ll provide you
with reports that indicate as much. You will get all the benefits of a
highly-trained, full-time IT department at only a fraction of the cost.
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The Benefits Are Obvious:

¢ Eliminate expensive repairs and recovery costs. Our network
monitoring and maintenance will save you money by
preventing expensive network disasters from happening in the
first place.

¢ Avoid expensive downtime waiting for assistance. Our
remote monitoring software will enable us to access and
repair many network problems from our offices. This
improves your uptime and allows you to get to the task of
running your business more quickly.

“Our preventative e How does faster performance, fewer “glitches”, and less
maintenance and downtime sound to you? Under this program, that is exactly
what we’ll deliver. Some parts of your system will degrade in
performance over time, causing them to slow down, hang up,
_ and crash. Our preventative maintenance and network
computers are operating monitoring will make sure your computers are operating as
as efficiently and reliably efficiently and reliably as possible.
as possible.”

network monitoring will
make sure your

e Enjoy ALL the benefits of an in-house IT department
WITHOUT all of the costs. As a Managed Network Service
Plan client, you’ll have access to a knowledgeable support
staff that can be reached immediately should you have any
kind of problem or question.

e Receive substantial discounts on IT services that you are
already buying. Most IT firms will nickel and dime you over
every little thing they do; under this program, you’ll pay one
flat, affordable rate and get all of the technical support you
need. No hidden charges, caveats, or disclaimers.

e Eliminate expensive network repair bills. Instead, you can
budget for network support just like rent or insurance.

e Safeguard your data. The data on the hard disk is always
more important than the hardware that houses it. If you rely
on your computer systems for daily operations, it’s time to get
serious about protecting your critical, irreplaceable electronic
information.
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e Finally put a stop to annoying spam, pop-ups, and spyware
taking over your computer and your network.

e Gain incredible peace of mind. As a business owner, you
already have enough to worry about. We’ll make sure
everything pertaining to your network security and reliability
is handled so you don’t have to worry about it.

e Take comfort in having an effective business continuity plan.
We will work with you to identify your risk levels as they exist
and your tolerance level for those risks. Does your
organization require recovery within 2 days, 1 day, 4 hours or
minutes? We can assist in the planning and implementation
“You can budget for of the appropriate technologies and strategies to meet your

network support just like unique needs.

rent or insurance.” . _
e Leverage a technology plan. As a managed services client, we

will work with you in the development of an IT plan that takes
into consideration, your organization’s goals, strategies and
unique needs. By taking all of these factors into account, we
can assist in the development of a Strategic IT Plan that
includes the budget considerations necessary for future
planning.

Protecting your network and ensuring the security of your data is a
tremendous responsibility that should not be underestimated. The
necessary tools and resources currently exist to enable proactive
management through a series of prescribed best practices as
described in this white paper. The question is not whether you need
to perform the practices as described. The question is “Who is best
suited to perform these best practices?”

If you lack the internal expertise or capacity to implement the critical
actions described in this document, the answer may be to completely
outsource these duties to a third party such as Advanced Network
Technologies. If you already have internal staff, the answer may be to
engage in a partnership that leverages your staff for their particular
skills and internal functions while engaging a “technology partner” to
supplement their efforts and provide complimentary services.



